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An Effective Counterattack System for the Voice Spam
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ABSTRACT

The phone number used for advertising messages and voices used as bait in the voice phishing crime access stage is
being used to send out a large amount of illegal loan spam, so we want to quickly block it. In this paper, our system is
designed to block the usage of the phone number by rapidly restricting the use of the voice spam phone number that
conducts illegal loan spam and voice phishing, and at the same time sends continuous calls to the phone number to prevent
smooth phone call connection. The proposed system is a representative collaboration model between an illegal spam
reporting agency and an investigation agency. As a result of developing the system and applying it in practice, the number
of reports of illegal loaned voice spam and text spam decreased by 1/3, respectively. We can prove the effectiveness of this
system by confirming that.

Keywords: Illegal Spam, Voice Phishing, Voice Spam Counterattack
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A total counterattack system for the voice spam

Step for collecting voice spam phone numbers

[ lllegal spam reporting agency ]

@ Trap number-based collection of voice spam phone numbers
(Trace system of voice spam phone numbers)

@ Voice trap-based collection of voice spam phone

@ Spam investigation-based collection of voice spam
phone numbers

@ Al correlation analysis-based collection of voice spam
phone numbers

[ Voice phishing investigation agency ]

(@ Voice phishing-based collection of voice spam
phone numbers

@ Number modified financial crimes-based collection of
voice spam phone numbers

Ready to
counterattack for
the voice spam
phone numbers
e

Step of counterattack for voice spam phone numbers|

[ lllegal spam reporting agency ]

@ Request to restrict the use of voice spam phone numbers
[ Voice phishing investigation agency ]

@ Step(1) to apply before restrictions on the use of voice spam
phone numbers

ey g "
| phone
Counterattack | « N Wired and e
vest virsess telaphone . pa
company @ Receive continuous sender
=) o <alls to vice spam
 Enter the co shone numbers

pam phane
number inta the
counterattack system

(@ Step(2) to apply before restrictions on the use of voice spam
phone numbers
(The voice spam phone number is a mobile phone number)

19 lisuance of Web Callng
¢ dowrioad of .
Countera - - v | Voie spam
Receive phane message sander
ing URL ¢
F 5 Mshwar infection by
cicking in
o

d of 1
Phone message
. relay compan;
(investigatior) . mlhami] I
- ocudi
KakaoTalk including

Agency @ $end phone message
LS g vt o
5 $et 1o downlosd mabware  KakaoTalk incieding FleURL)
when cresting hidden fles  flefURL)
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Fig. 1. A total counterattack system for the voice spam
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Voice spam

sender

.
L

@ Receive continuous

calls to voice spam
phone numbers

Wired and
wireless telephone

company

(1) Open Wired/wireless
phone

.
»

»
P

(3 Send continuous calls

Voice Spam
Counterattack
(Investigation)

Agency

to voice spam phone

numbers

@ Enter the collected

voice spam phone
number into the

counterattack system

Fig. 2. Step(1) to apply before restrictions on the use of voice spam phone numbers
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Voice Spam
Counterattack
(Investigation)

Agency

@) Set to download malware
when creating hidden files
or clicking URLs

@ Issuance of Web-Calling
ID or download of
_ Kakao Talk app

A 4

(3 Send phone message
including URL or
KakaoTalk including
file(URL)

Phone message
relay company
or Kakao

o Voice spam

@ Receive phone message sender

including URL or

KakaoTalk including
file(URL)

® Malware infection by
clicking the URL included
in the message or
clicking the file(URL)
included in KakaoTalk

Fig. 3. Step(2) to apply before restrictions on the use of voice spam phone numbers
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A example of counterattack scenario for voice spam phone number

o Request <
— consultation T

_— —

Classification of

@ Send voice )

send voice
advertisement

communications
business

—
® Request to

ACS program send voice
—_—— |

vendor ladvertisement

operator

(@ Open ACS account
and phone number

mobibbamabinbios

@ Send voice spam

T ]—

(3 Distribute randomly

rap phone numbers @-1 Request to restrict the use of voice spam

phone numbers

@-2-1 Step(1) to apply before restrictions on
the use of veice spam phone numbers

o mamber 38 [ Veice spam sender group | B
(trap phone number Voice spam (The voice spam phone number is a mobile
l collection) @ Distribute Ba phone number)
s agent oy
Voice Spam b o] = —
@PLavide cus:::m:r manager :‘I:rone nulmb_erl Voice spam ,ﬂ:ﬁ ‘.‘hmwj ey ..m,m:i..' e
Eoneultation ?;qz:st requests agent gt e R
(trap phone number p e prv ity
|— A trace system of voice spam phone numbers —|
Fig. 4. A counterattack system scenario for the voice spam
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Fig. 5. Numbers graph of illegal loan voice spam by week in June - July 2021.
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Fig. 6. Numbers graph of illegal loan message spam by week in June - July 2021.
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